
React is a widely used open-source JavaScript library used to build 
user interfaces. React2Shell is the common name for a maximum 
severity (CVSS 10.0) unauthenticated, deserialization vulnerability 
in React Server Components, tracked as CVE-2025-55182.

The unauthenticated nature of React2Shell combined with 
the relative ease of exploitation made the vulnerability truly 
dangerous. Akin to Log4J (CVE-2021-44228) back in 2021, 
React2Shell threatened many internet-facing applications. Both 
defenders and attackers rushed to operationalize React2Shell 
for their own purposes. Major vulnerability lists such as the CISA 
Known Exploited Vulnerabilities (KEV) list included the CVE on 
their priority list for action.

Researchers have contributed a wealth of great information 
on the topic of React2Shell, outlining everything from Chinese 
APT attacks (early December) to cryptocurrency mining attacks 
(ongoing). The layered techniques, and most notably the lengths 
that attackers take to evade current defenses, are eye-catching. 
Attacks range from simple, un-encoded exploits that are clearly 
repurposed from GitHub Proofs-of-Concept (POCs) to advanced 
nation-state level exploitation that takes extra care to hide 
among the noise of the internet.
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Executive Summary 

In early December 2025, CVE-2025-55812 (dubbed “React2Shell”), an unauthenticated Remote Code Execution (RCE) vulnerability 
that can be exploited to run commands remotely and take control of systems, took the internet by storm. Within hours  
of its disclosure, nation-state hackers began exploiting React2Shell to take control of vulnerable applications and deploy malware. 
Cybercriminals were also quick to leverage it in cryptomining attacks. Trinity Cyber has been protecting its customers from this high 
severity exploit since release. Among the thousands of React2Shell exploits prevented by Trinity Cyber’s Full Content Inspection™ 
(FCI), there are two distinct clusters of payload activity that we’ll dig into for this analysis: 

This analysis offers a unique look into both broad scale (Mirai) and extremely targeted (Little Dash) clusters of React2Shell activity.

“Teapot”

a Mirai botnet cluster with interesting  
anti-researcher responses.

“Little Dash”

a targeted cluster with built-in WAF bypass  
and AES encryption to protect the ultimate payload.

© Trinity Cyber, 2026. All rights reserved.		  trinitycyber.com | 1

A Tale of Two 
(React2Shell) Clusters

Background

http://trinitycyber.com


Over the past three months, Trinity Cyber has seen thousands of different payloads within React2Shell exploitation.  
In this report, we break down two unique clusters of React2Shell activity from a payload perspective, to highlight how quickly 
advanced attacks evolve amongst the chaos of a widespread and trivially exploited vulnerability like React2Shell.

Cluster #1 – Teapot (Mirai botnet)
Mirai is an active and widespread botnet used for a variety of cyber-attacks – including DDoS and control of IoT devices –  
that’s been active since 2016. The botnet is continuously evolving, weaponizing new vulnerabilities as they’re released,  
and targeting multiple Linux architectures. 

While diving into some recent React2Shell payloads, Trinity Cyber noticed an interesting attempt to propagate the Mirai botnet:
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Technical Details
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Figure 1. React2Shell payload triggering the download of a Mirai shell script

Figure 2. Contents of “logic.sh”, which contains enumeration, download, and anti-forensic measures

At face value, this looks like standard Mirai 
exploitation – grabbing a Linux shell script to 
enumerate and determine which version of Mirai 
to download next. However, request the “.sh” 
file in the screenshot above with the wrong 
User Agent and you’ll get a HTTP status code 
418 (“I’m just a teapot”). The status code comes 
from an April Fool’s joke embedded in RFC 2324 
and is a rare find on the modern internet [1]. 
Thankfully, the 418 response is easily subverted 
using the latest version of “Wget” as the user 
agent: something that’s usually hard coded 
into Mirai binaries. Use of the correct user 
agent returns the “logic.sh” payload (SHA256: 
cf8e3b9c889ced82e62a70c093063ba7c27 
b8540db7ea0b7b2edd9c055c98d77) which 
contains enumeration, download, and anti-
forensic code written in Bash.

The following architectures are targeted by this campaign: 

x86_64.kok mips.kok arm6.kok sh4.kok

x86_32.kok mipsel.kok arm7.kok arm5.kok

powerpc.kok arm.kok sparc.kok m68k.kok
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Similarly to the “logic.sh” script, these 
payloads return HTTP 418 codes when 
requested with anything but “Wget” user 
agents. Using this method, Trinity Cyber 
team pulled every single Mirai payload 
and analyzed the similarities between 
them. All the files in this campaign:

	✓ Share the C2 addresses 31.214.244.19 and 91.92.241.12

	✓ Contain various anti-reversing tricks to fool researchers

	✓ Execute various anti-forensic tasks on disk

	✓ Contain “User-Agent: CitizenFX/1”, related to “Fivem” DDoS attacks [2]

	✓ Contain “User-Agent: curl/7.83.1-DEV” 

Running any Mirai sample from this campaign returns “god will save us all” via command line.

remnux@remnux:~/Desktop$ /302ec7130c37581b0c5f59c7ddceec53ef2169cb9d66711f7670c4ecf40a118b 

god will save us all  

remnux@remnux:~/Desktop$

Figure 4. Unique phrase found in this Mirai cluster

After this, any terminal command issued is replied to with “Killed,” 
including attempts to look at running processes. This is in line with 
the static strings “killall -9 .monitor 2>/dev/null, killall -9 .update 
.monitor 2>/dev/null, killall -9 .update 2>/dev/null” observed in Mirai 
samples. These three commands forcefully sends a SIGKILL to all 
processes/hidden files with “.monitor” or “.update”. 

remnux@remnux:~/Desktop$ ps ax 

Killed 

remnux@remnux:~/Desktop$ ls 

Killed

Figure 5. Anti-reversing logic running after execution

In addition, these Mirai samples target common logging 
utilities such as “rsyslog.service” and kill all processes 
ending in “.monitor” and “.update”, among other anti-
forensic actions.

Digging further into the “CitizenFX” user agent and 
“Fivem” POCs on GitHub reveals the user “iotwar” [3], 
who hosts additional tools to DDoS various platforms and 
deface a rival botnet known as Qbot. These connections 
point back to Mirai botnets roots – as a powerful tool for 
DDoSing gaming infrastructure that has since turned into 
an internet scourge targeting many other services.

“Little Dash” Cluster
Little Dash refers to a React2Shell payload cluster which was 
delivered on rare occasion – three separate days, from three 
separate IPs, with a total of 45 exploit attempts. It appears to 
be much more advanced than typical React2Shell payloads and 
contains the following upgrades:

1.	 Web Application Firewall (WAF) evasion  
via Unicode characters

2.	 Overly large payload size (28k+ bytes) to aid in WAF evasion

3.	 Three layers of decoding and one layer of AES  
decryption to hide payload
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Little Dash cluster exploits were observed being thrown in rapid succession on December 13th (18 attempts), January 4th  
(3 attempts), and January 22nd (24 attempts) from three separate IP addresses. These payloads were large with total size above 
28,000 bytes, which is also part of the WAF bypass mechanism [4]. 

The following steps reveal the Little Dash payload:

Figure 6. Unicode Character WAF Evasion

Figure 7. Decoded React2Shell Payload (AES encrypted)

Once decoded, logic to decode Base64 and decrypt with a provided AES-256-CBC Key and initialization vector (IV) becomes visible:

Figure 8. AES Decrypted Payload (Pre Base64)

Once decrypted, another layer of Base64 decoding results in “test.js” being written to “/tmp” folder on the target.

Figure 9. Final Little Dash Payload

After three layers of decoding, and one round of AES decryption, the final payload emerges:
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Breaking Down the Payload

Little Dash payloads demonstrate advanced Linux 
familiarity, chaining multiple commands together  
to achieve four major objectives:

1.	 Install Komari Agent [5] for further monitoring of exploited targets

2.	 Install Python + dependencies required to run further payloads

3.	 Download and install further malware from a remote IP

4.	 Establish long-term persistence via cron job

Finally, a curl command retrieves the file “system.zip” 
from the host at 175.45.201.93, unzips and saves it to 
“/tmp/system” directory on the target system. From 
there, various python and javascript payloads are 
executed. Based purely on the filenames themselves, 
one theory is that the attacker is trying to turn the 
target system into a React2Shell exploitation  
server that’s self-propagating – a worm-style 
exploitation campaign.

	✓ ccx_domain_streamer.py --all-tlds 
Possible React2Shell domain scanner based on a list of unknown domains

	✓ react_rce_cli.py --tor --aes –workers 200 
Possible method of exploiting more vulnerable React2Shell instances with the 
same AES encrypted payload through the TOR network at high volume.

	✓ payload.js 
Possible payload at post-AES decryption

First, a curl command retrieves a server monitoring 
tool named Komari Agent from a GitHub repository 
and installs it on the target machine. Persistence is 
then established using Bash to run the install script, 
register an auto-discovery key for the agent back 
to the domain “dash[.]little[.]army” and create a 
background service named “system-update”.

Figure 10. Komari control panel hosted at “dash[.]little[.]army”

Second, it downloads python3, pip, and zip 
tools using the “apt”, “dnf”, or “yum” package 
manager and hides error messages by sending 
them to “/dev/null”. Python packages “aiohttp”, 
“pycryptodomex”, “requests”, and “tldextract” 
are then installed with pip3 –  a common Python 
package manager.

Here’s what those packages do:

aiohttp Asynchronous HTTP client/server library

pycryptodomex High performance cryptography library

requests Simple HTTP library

tldextract URL parsing and extraction library

At the time of analysis, the host on 175.45.201.93 was unavailable, likely due to filtering or operational security 
(OPSEC) measures. The IP address of the Little Dash payload server geo-locates to the Republic of Korea (AS 
135354, NAVER BUSINESS PLATFORM ASIA PACIFIC PTE. LTD.) and appears to be offline.
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A Little Dash Easter Egg
A fun discovery when browsing the Top-Level 
Domain (TLD) of “little[.]army” can be accessed 
when coming from a residential IP. This actor hosts 
a webpage where you are welcomed with a large 
ASCII art of a green CD spinning, with the title “Just 
a CD.” Source code of the page reveals a Real User 
Monitoring (RUM) file that’s responsible for tracking 
visitors and other website metrics.
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Figure 11. Home page of “little[.]army” TLD website

Mirai Cluster 

IOC Type Description

91.92.241.10 IP Address Mirai payload server

91.92.241.12 IP Address Mirai C2 server

31.214.244.19 IP Address Mirai C2 server

cf8e3b9c889ced82e62a70c093063ba7c27b8540db7ea0b7b2edd9c055c98d77 SHA256 Hash Filename: logic.sh

302ec7130c37581b0c5f59c7ddceec53ef2169cb9d66711f7670c4ecf40a118b SHA256 Hash Filename: x86_64.kok

3e6e4acb178ecef8b03ead9d1331e88a7ebde62e0382fe6b65a975acc9d9fe1b SHA256 Hash Filename: x_86_32.kok

8c70324d189ce5bf13a4c2db3d90355bd6fc812c8d2d50f708ff6bd1cd3f3f76 SHA256 Hash Filename: powerpc.kok

54108ab3f417608c465f3a1179e85b0a8b1e5497a6c27cf5a085e850c4df7603 SHA256 Hash Filename: mips.kok

06b71b984412dd192c79fb589d3d3562f0c43bf8d8a5820de7569bb2e5d19c2a SHA256 Hash Filename: mipsel.kok

d538d8b32caf6db4ffd172fa871c1dd0faa798c3837d2d615d68c2a163564297 SHA256 Hash Filename: arm.kok

b3bab1e4be915a7920afe13c50846b43e1491cb18042e19e0e1eafc50ea17c63 SHA256 Hash Filename: arm5.kok

d207e0b4a46eb66b280a1c5f6473332178076d1aa3f8c1ffc8d0bf5fb0e2a0f2 SHA256 Hash Filename: arm6.kok

3d4593590fbef78f4c431a8e1fb2b51e85bda3ae3352f221a3b9de3472e74fe4 SHA256 Hash Filename: arm7.kok

Indicators of Compromise
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Little Dash Cluster

IOC Type Description

208.109.240.39 IP Address React2Shell exploiter

109.123.238.52 IP Address React2Shell exploiter

65.109.53.10 IP Address React2Shell exploiter

dash[.]little[.]army Domain Domain hosting Komari Monitor

175.45.201.93 IP Address Little Dash payload server

Schedule a live demo with Trinity Cyber.
TrinityCyber.com

Want to see how Full Content Inspection defeats attacks 
like this before they reach your users?
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