
ErrTraffic’s developer, operating under the alias “LenAI,” sells the toolkit for as little as $800 USD with future capability to rent ErrTraffic 
as a service[2]. The ErrTraffic toolkit is designed to deploy easily on compromised but legitimate websites. ErrTraffic has templates for fake 
browser alerts, missing-font prompts, and other verification-themed lures. In early 2026, LenAI promoted core features such as Browser 
Update, System Font Missing, and ClickFix for Windows, then expanded the kit later by adding a Blue Screen of Death (BSOD) mode. 
On February 1, 2026, LenAI announced a more significant infrastructure change and shifted to using Polygon smart contracts for dynamic 
C2 retrieval, allowing operators to rotate panel infrastructure without changing scripts already deployed on websites. By March 2026, 
LenAI had expanded the project again with additional themed delivery options, including macOS ClickFix support, demonstrating how 
quickly ErrTraffic continues to evolve.
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Executive Summary 
ErrTraffic is a subscription-based toolkit behind a growing set of ClickFix attacks, including recent GlitchFix and CrashFix campaigns 
that were first documented in December 2025[1]. In this analysis, we unpack how ErrTraffic works behind the scenes - from payloads planted 
on compromised websites to the operator’s move to Polygon smart contracts for dynamic panel infrastructure - along with the nine themes 
now supported by the kit. We also look at how these updates affect delivery and what defenders may be able to observe in network traffic 
and browser activity. Customers of Trinity Cyber’s Platform, powered by Full Content InspectionTM (FCI) are automatically protected 
from ErrTraffic attacks.
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Behind the Curtain: 
How the ErrTraffic 
ClickFix Toolkit is Evolving

Background
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ErrTraffic aims to make Command & Control (C2) simple for adversaries who purchase source code or access. The Polygon smart 
contract panel (shown below) is authored in Cyrillic and when translated reveals a description “Decentralized data storage in smart contracts 
on the Polygon Mainnet.” The dashboard also contains contract-based data entries and campaign tracking features such as, “Total contracts,” 
“Under your control,” and “Read-only.”

These updates do more than expand the kit’s lure 
options: they also dramatically upgrade how ErrTraffic 
manages infrastructure, delivers content, and evades 
typical threat detection. Detecting Polygon (or any 
blockchain smart contract) traffic involves entirely 
different TTPs, something that FCI is well equipped 
to handle.
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Figure 1. ErrTraffic polygon smart contract management panel dashboard screenshot advertised



The initial code delivered by ErrTraffic is obfuscated JavaScript 
which is injected into legitimate websites by malicious actors. 
This payload leverages a simple Base64 decoding and XOR 
decryption routine to unravel the primary loader component, 
using a hard-coded decimal value as the decryption key. 
Trinity Cyber researchers observed similar obfuscation techniques 
reflected across all JavaScript payloads generated by the kit.

The payload decrypted in the previous stage is responsible 
for retrieving a C2 URL via EtherHiding, a technique used to hide 
malicious code on the blockchain, with a notable difference being 
the use of Polygon Mainnet. This change marks an evolution 
from the previously abused Binance Smart Chain – another form 
of smart contract. The URL returned from Polygon is then used 
for subsequent communications with ErrTraffic’s custom API, 
enabling both analytics tracking and payload delivery. 
ErrTraffic contains a fully featured website analytics platform, 
allowing actors to track the effectiveness of their ClickFix 
campaigns over time.

ErrTraffic also supports custom payload options, such as malicious 
WordPress plugins which are configurable by actors – as shown 
in the screenshot to the right.
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Technical Details
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Stage 1 - JavaScript Loader

Stage 2 - EtherHiding Loader

Figure 2. ErrTraffic code injected into legitimate website

Figure 3. ErrTraffic control panel with custom payload options

Figure 4. EtherHiding loader configuration



The loader defines a configuration that includes a list of URLs for accessing the Polygon Mainnet API, an Ethereum address, and a smart 
contract function identifier. During our research, we found a familiar address attributed to LenAI [3] which seems to be currently active 
and providing new payloads. As of this writing, the address 0xcaf2c54e400437da717cf215181b170f65187abf has created 174 contracts, 
some of which have been used to power ErrTraffic operations [4]. During this research, we found that different contracts are responsible 
for different operations in the ErrTraffic chain, for example:

Notably, the response contains two additional C2 URLs for redundancy, delivered as XOR encrypted strings:

Once the C2 URL is retrieved, a request is sent to retrieve a configuration. By default, ErrTraffic API requests use RC4 encryption to hide 
parameter values within C2 URLs. Encrypted values are inserted in the &q= parameter. ErrTraffic C2 URLs also have a plaintext counterpart 
which uses the &a= parameter, which this blog will focus on. A request to an ErrTraffic panel is shown below:

Despite the complexity of Polygon smart 
contracts seen in ErrTraffic, operators are able 
to switch C2 addresses easily. This lowers 
the bar to delivering ErrTraffic (via LenAI’s panel) 
campaigns down to very easy steps.

A function getUrlFromContract() is then 
called to loop through the list of Polygon URLs, 
send an API request to the selected URL using 
the Ethereum address and function identifier, 
then perform hexadecimal decoding on the 
response to extract a C2 URL. Most contracts 
have junk data in them (presumably to thwart 
detection) before the C2 URL is revealed.

0x8cc92ee480d4121052e8052cc1b53f9e74e788cb arrow-right SetDomain

•	 _pk-XOR key used for decrypting a URL stored in the _pv value

•	 _dk-XOR key used for decrypting a URL stored in the _dv value

0x08207b087f61d7e95e441e15fd6d40befd6ed308 arrow-right SetURL
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Figure 5. Function responsible for retrieving C2 domain from the Polygon mainnet

Figure 6. Panel request/response traffic. Note the list of blockedCountries, which ErrTraffic won’t work in.



The function loadModeScript() is then executed to request an XOR-encrypted ClickFix lure payload from the panel. The request specifies 
the payload type in the &mode= parameter which was retrieved in the previous request.
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Figure 7. ClickFix payload retrieval function

The ClickFix lure payloads use the same obfuscation technique as the Stage 1 script. This stage dynamically injects HTML and CSS 
into the victims document object model (DOM) to display a social engineering lure, prompting the user to execute a malicious operating 
system command that has been copied to their clipboard. At the time of writing, Trinity Cyber researchers observed a total of nine 
configurable payload options, outlined in the table below.

Stage 3 - ClickFix Lure
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Screenshots of recent ErrTraffic lures that target Windows (BSOD), macOS, and Chrome Browser can be seen below:

Figure 8. ‘BSOD’ - blue screen of death social engineering 
lure, added feature to panel on Jan. 21, 2026

Figure 13. First PowerShell script layer

Figure 10. ‘Font’ - missing font social engineering lureFigure 9. ‘mac_cloudfare’ - New macOS-based cloudfare 
social engineering lure, added feature to panel on Mar. 1, 2026

Victims of ErrTraffic are actually copying code into their operating systems terminal (command line). Most of the copied code observed 
in this campaign targets Windows systems with malicious PowerShell scripts designed to infect victims with a variety of infostealer malware, 
such as LummaC2. These PowerShell scripts use Base64 encoding and XOR encryption, similar to the initial ErrTraffic JavaScript payloads, 
for defense evasion.

The PowerShell script shown below - once copied onto victims’ clipboards - decrypts a URL stored in the $len variable using hard-coded 
XOR key RoOmSzYY76Y3T9nwlxK7NyaDzqTxQ, downloads malicious code from the internet, and executes it as a PowerShell scriptblock:

Stage 4 – PowerShell Downloader
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Figure 12. Second PowerShell script layer

Figure 13. Final PowerShell script layer

Figure 14. Final payload request

PowerShell is returned in the response, 
which concatenates a series of Base64 encoded 
strings to form the next layer of PowerShell 
to be executed. This is a common form 
of PowerShell obfuscation.

The final PowerShell layer first sends an API 
request back to the ErrTraffic panel, which informs 
the panel operator of successful payload delivery 
via the &e=ps_started URI parameter.

Finally, an API request is sent to the panel 
to download the final payload, specifying a unique 
identifier and referrer domain in the URL. This appears 
to be a campaign tracking mechanism for ErrTraffic 
infections, utilizing Cloudflare Workers. An example 
request is shown.



Panel screenshots of ErrTraffic show that LenAI has included advanced campaign and payload delivery tracking features – similar to modern 
website analytics for tracking the effectiveness of advertising/marketing campaigns:

Figure 15. Panel screenshot showing conversion rate tracking

Figure 16. Panel screenshot showing victim details (OS, location, browser) and which ErrTraffic template was used

The ErrTraffic toolkit demonstrates how attackers can weaponize compromised websites to deliver ClickFix-style payloads, turning everyday 
browsing into an infection vector. To counter this, Trinity Cyber stops these threats before they ever reach the user’s browser. What sets 
Trinity Cyber apart is its Full Content InspectionTM (FCI) technology — a proactive cybersecurity approach that inspects and modifies live 
web traffic in real time. This allows it to strip out malicious scripts, block deceptive ClickFix prompts, and neutralize hidden payload delivery 
mechanisms before they execute. Powered by Trinity Cyber’s expert analyst team, the FCI platform ensures customers receive highly 
accurate, real-time protection against evolving web-based attack frameworks like ErrTraffic.
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Coverage
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IOCs
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